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Industrial control systems were not a primary target of cyber criminals until the last decade. The systems 

benefited from two main factors: a logical isolation between OT and IT networks and security through 

obscurity. All of that changed following the 2010 discovery of the Stuxnet worm, an apparent nation-state 

sponsored attack on the Iranian nuclear enrichment program. In that attack, Stuxnet was unleashed with 

the express purpose of finding and changing the parameters of Siemens Programmable Logic Controllers 

(PLC) while not alerting management consoles of the change. The attack was effective and once detected 

by the world, other hackers quickly followed suit.

INTRODUCTION

While less notorious than Stuxnet, other headline 

attacks include the effective sabotage of the 

Ukrainian electrical grid in 2015 and 2016 as 

well as a more recent attack on the safety system 

of a Middle East oil facility. These attacks have 

placed cybersecurity professionals on alert 

that infrastructure is not ignored by the hacking 

community and that attackers are finding new and 

more dangerous targets daily. 

Critical systems in the energy, transportation, 

and utilities sectors consist of servers, controls, 

sensors, actuators, and other devices that 

companies depend on for business operations and 

that are vulnerable to attack. These SCADA systems 

are typically distributed over large areas and across 

multiple locations, adding layers of management 

and maintenance complexity and increasing the 

likelihood for additional vulnerabilities to the 

supporting architecture. Once configured, these 

systems must maintain exact tolerances and be 

secured against tampering that could threaten the 

quality of the output or, in some cases, the health  

of workers. 

To combat both internal and external threats, a 

number of standards must be followed. Protecting 

control systems and communications requires 

isolation, segmentation, access control, and 

monitoring. IEC-62443 standards and the National 

Institute of Standards and Technology (NIST) 

Cybersecurity Framework are common control 

sets accepted as best practices for separating 

and protecting industrial control systems (ICS) 

equipment into zones and conduits, remote access, 

and the monitoring and protection of those devices. 

The North American Electric Reliability Corporation 

– Critical Infrastructure Protection (NERC-CIP) 

plan applies the concepts of electronic security 

perimeters and other cyber protections and is 

enforceable within the power generation  

and transmission sector. 

Even when used in SCADA security zones, dissimilar 

types of equipment or systems with different risk 

and vulnerability profiles can impact one another. 

In some cases, critical systems may even use the 

same networks as corporate email or internet 

browsers, allowing for even easier contamination. 

In addition, many SCADA control systems have 

been in place for years. As a result, upgrading 

and patching has been impractical or impossible, 

leaving large numbers of vulnerable machines on 

corporate or internet accessible networks. 

Regardless of these best practices and stringent 

standards, companies still regularly struggle to 

accomplish risk management and compliance 

goals, often addressing them with multiple, 

competing tools that increase expenses and 
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Vericlave™ has developed a simple and effective approach to isolating and securing critical systems, while 

still allowing the continued use of the extensive investment in existing network infrastructure. Furthermore, 

Vericlave supports and enhances the security required by leading industry standards. 

The Vericlave solution supports existing infrastructure by providing organizations with the ability to set up 

secure enclaves of contained systems, granular point-to-point encryption tunneling that segregates data 

flows within or beyond existing networks, and functional extension of current solutions to remote locations 

while allowing existing monitoring and management platforms to continue operating as designed. These 

goals are achieved using dedicated hardware that operates with minimal management, resists common 

attacks, and provides a firewall-like cloaking effect to data enforced by a Federal Information Processing 

Standards (FIPS)-compliant key management system. Encrypted from the first packet, the assets are 

contained and delivered with pinpoint accuracy, providing a self-defending capability and prohibiting 

attackers from targeting the affected systems and data.

The Vericlave approach involves the seamless installation of secure enclaves for the operation of critical 

systems, while separating them from general networking activity. This prevents system compromise with 

no impact to legacy infrastructure. Layering enclaves within enclaves allows IT and OT managers to create 

secure isolation of mission critical equipment without changing the infrastructure for new networks. This 

is critical to prevent the lateral attacks on industrial control systems that are becoming more prevalent. 

Attacks such as Stuxnet leveraged weaknesses in internet facing systems and then moved laterally to get 

to the industrial control systems. The Vericlave solution breaks the kill chain in these types of attacks. 

Vericlave arms individual machines or sites with a drop-in RemoteShield™ network device that works in 

conjunction with core BorderGuard® servers to define a secure enclave.1 The enclave allows all critical 

systems to communicate, regardless of protocol, while allowing secure remote management and operator 

access. Additionally, because outgoing traffic is regulated by a trusted RemoteShield device, Vericlave’s 

solution only allows validated communications originating from a pre-configured device, thus halting 

exfiltration even if an intrusion were able to occur in the first place. This approach is accomplished without 

the need for setting up a new complex key management infrastructure or other dependencies. The entire 

enclave system runs transparently over the existing network infrastructure. 

THE VERICLAVE APPROACH

overhead. Scope management is an inherent issue as existing systems and networks are identified as 

inappropriately secured and managed. Similarly, legacy networks and remote locations often merge data 

streams, violating desired strategies and broadening scope, increasing risks to sensitive data, applications, 

systems, and networks. Combined, these issues present significant concerns to the organization and often 

require changes to architectures and daily practices to address these conflicting imperatives.

1BorderGuard and RemoteShield are presented as part of the alliance between Vericlave™ and Blue Ridge Networks™



©2018 Vericlave. All Rights Reserved 4

The Vericlave solution has experienced no known breaches in more than two decades of operation  

in the U.S. Intelligence Community and Department of Defense, while also never failing certification  

or penetration testing. It has evolved to support the latest encryption and integrity checking features  

and uses updated processors, but the basic concepts have remained the same.

To work seamlessly, the solution provides a great deal of flexibility while maintaining simplicity and strong 

encryption. The system uses mutual-simultaneous public key exchange to secure the communications 

link where a public key infrastructure has been pre-provisioned in both the server and the client. The 

architecture of the solution means even the initial exchange occurs in an already encrypted environment 

creating a stealthy system immune to man-in-the-middle attacks which compromise conventional VPN 

strategies. Furthermore, the solution is agnostic to the data format or means of communication. Data is 

wrapped in a protective encrypted shroud and transported across the network. To the users on either side, 

it is as if the two are connected by an Ethernet cable. 

Newly deployed systems and legacy un-routable systems function without knowing the security solution  

is active. This includes ICS protocols like MODBUS, Mirrored Bits, HART, Comdex and others. The 

Vericlave solution allows the customer to establish the isolation and security relationships of their choice, 

even over long distances. 

The enclave segregates and isolates the existing network architecture so that only predetermined contact 

is allowed, as shown in the illustration below: 

THE VERICLAVE SOLUTION
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1BorderGuard and RemoteShield are presented as part of the alliance between Vericlave™ and Blue Ridge Networks™
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Across industry and technology verticals, the use of Internet of Things (IoT) technologies has become, 
and continues to develop into, a highly targeted capability. Like many capability-multipliers, however, the 
rapid adoption of these technologies has the potential to open critical networks up to vulnerabilities, and 
as such should be developed alongside proactive security measures.

Vericlave is an unparalleled cybersecurity solution provider with technology developed and proven in the 
intelligence community, and deployed to protect critical public and private infrastructure from a broad 
array of increasingly destructive and costly cyberattacks. 

The Vericlave solution works without affecting existing OT or IT infrastructure in a wide variety of SCADA 
networks. It’s an additional transparent layer of security that adds to your defense-in-depth strategy 
and reduces the SCADA network attack surface protecting your network from malicious threats to your 
mission critical infrastructure. 

Contact Vericlave to discuss how to prevent system attacks without affecting any change to  
existing infrastructure. 

CONCLUSION

sales.vericlave@vericlave.com

800-766-2026

vericlave.com

linkedin.com/company/vericlave

@vericlave

Contact us now  
to learn more 
about Protecting  
Critical SCADA  
Infrastructure.

All systems in the enclave appear locally connected, even when located at remotely connected sites. 

• Any Ethernet device and network  
protocol is supported. 

• Legacy unrouteable devices can now  
be remotely operated and supported. 

• Logging of administrator as well as  
BorderGuard and RemoteShield device  
access and changes are recorded for  
security and compliance purposes. 

• Strong authentication and cryptography  
is used throughout the fabric to prevent 
unauthorized access. 

• Support for standards such as IEC-62443, 

NERC-CIP and NIST. 

• Multiple users in close proximity can share a 
single RemoteShield for additional cost savings, 
i.e. only one remote device is required per LAN. 

• The system is inherently resilient to  
network induced latency and will perform  
well even over satellite links. 

• The secured networks are invisible to regular 
corporate network users outside the enclaves. 

• The system has its own redundancy capability 
but also works seamlessly with existing network 
failover protocols. 

THE VERICLAVE ADVANTAGE


